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Why are we concerned about
security of our Drinking Water?

m Hazards or threats can prevent a utility
from being able to provide a safe and
reliable supply of water to consumers

Hazard

Any individual, group, or event that could:
Destroy the facility,
Halt or disrupt operations/service,

Threaten public health,

Harm employees,

Publicly embarrass a utility,

Require a great deal of time and/or money to respond,
Cause a general panic/distrust.




Hazards or Threats to Utilities

m Natural Disasters
m Man-Made Events

Cause ...
= Physical Damage

m Contamination
Event

m Loss of staff



Presenter
Presentation Notes
Most events that create hazards or threats to utilities can be classified as either Natural or Man-Made.  There effects to water system can be very much similar in that they effect equipment, trust, and adequate availability of safe potable water.


Hazards or Threats to Utilities

/ Natural Disasters\

/ Man-Made Events \

= Physical damage to system
s Contamination of water

-

s Earthquakes = Terrorism

= Floods = Cyber Hacking

= Wind, ice, snow storms = Vandalism

= Wild fires = Accidents

= Tornado m Fire

= Volcanic eruption = Threats, warnings, or
\- Pandemic health eveD hoaxes /
4 Conseguences )

m Loss of staff
= Injured or unavailable

= Chemical, biological, radiological

J



Presenter
Presentation Notes
In Natural Disasters you can think of many weather events that effect our daily lives for hours to weeks at a time. Along with naturally occurring pandemic illnesses which can effect large numbers of people including operators and their families.

Man- Made Events evolve from human error or criminal activities – theft, unauthorized access, insiders, saboteur, vandalism, terrorism, hoaxes but daily accidents lead to incidents as well such as - Human Error…Failure to complete proper operations or maintenance, Apply misidentified chemicals, Set automated setting wrong, and Accidents caused by being tired, under the influence, or ill.

Consequences of either of these threats can cause public health and economic concerns within a water system. Most consequences will be either a physical, contamination, or loss of staff issue for the system.

Physical might include:  Power failures, Explosions, Equipment failures, Destruction of facilities, Treatment processes failures, Backflow & pressure loss issues…

Contamination includes:  chemical, biological, radiological, warfare agents – nerve, biotoxins, general water quality & particulate concerns which may have been intentionally introduced in the system or accidently added do to physical equipment failures or pressure losses.

Loss of Staff :  is an issue in many events because employees may have become injured or worse during the event or have family that they must tend to.  Taking care of your staff and having them and their families prepared for events will allow the system to have staff to respond to events quickly.  Cross training staff is also very important in mitigating loss of staff issues during an event.  Instead of one person knowing how to operate this or that …several are aware of how and have practiced it.

Water system events and incidents have high public health and safety implications along with liability and economic costs and concerns.  Mitigating those threats is critical to avoiding a public health event.

“Due Diligence” in securing the facilities and operations of a water system are extremely important.




Tools to Minimize Threats

Vulnerability Assessments (VA)

Physical Security and Hardening of Facilities
Emergency Response Plans (ERP)

National Infrastructure Protection Plan

Incident Command System/National Incident
Management System

Montana Water/\Wastewater Agency Response
Network (MT WARN)

Partners and Contacts
Other Resources


Presenter
Presentation Notes
There are several tools you can develop/use to minimize security threats to your utility. We are going to discuss each of these tools during this presentation.



Vulnerability Assessment (VA)

m Process of identifying, quantifying, and
orioritizing system vulnerabilities

m Focuses on types of plausible possible
threats

m Facllity by faclility evaluation of the system
and its operations that are at risk

m Use findings to prioritize security upgrades
and operation changes to reduce risks

m Include vulnerabilities in Emergency
Response Plan (ERP).
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Presentation Notes
A vulnerability assessment is the process of identifying, quantifying, and prioritizing (or ranking) the vulnerabilities in a system

A Vulnerability Assessment (VA) identifies weaknesses in your system’s security and focuses on the types of possible threats that could keep you from providing a safe and reliable supply of water to your customers. It is a step-by-step evaluation of your system and its operations that assesses your ability to reduce the risk of different threats. Once your VA is completed, you can begin to identify and prioritize the security upgrades and operational changes that will reduce risks to your system.


Physical Security and
Hardening of Facilities

m Security Design
= Threat Identification

= Vulnerability
Assessment

m \Water Infrastructure
Security
Enhancements (WISE

Documents
Example
Access control: perimeter detection, fences, alarms, locks,
barricades...
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Presentation Notes
Your system design should include a security component. Once the threats have been identified and a vulnerability assessment conducted to identify infrastructure vulnerable to threats, you should develop a list of prioritized security projects to protect facilities. These security projects are related to preventing threats with physical barriers installed on infrastructure.

Examples of hardening of facilities can include access control, perimeter detection, fences, response forces/patrols, upgraded locks, lighting, barriers, firewalls, software, sensors, bars, etc.,






Creative Physical Security

3
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Presentation Notes
Examples of creative ways to apply Physical security to vulnerable infrastructure.


Emergency Response Plan

= Written plan with
thought-out actions to
respond to emergencies
of all types

m Makes use of system’s
Vulnerability
Assessment by
addressing possible
conseguences of
vulnerabilities

Emergency Response Plan Guidance for Small
and Medium Community Water Systems

to Comply with the Public Health Security

and Bioterrorism Preparedness

and Response Act of 2002
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Presentation Notes
An Emergency Response Plan (ERP) is a written, well-thought-out series of planned actions that help you respond to emergencies of all types. An effective ERP for a drinking water system makes use of the system’s VA by addressing possible consequences of vulnerabilities. 

Early in the emergency situation you will have more options for response and a greater chance for minimizing damages. The ERP will identify the steps to be taken in order of priority when the emergency is first recognized.


Emergency Response Plan (ERP)

m Presents clear and logical steps to take
m Designates roles and responsibilities

m |[dentifies essential contacts and partners
= Important to train and exercise with

m Assists in effective coordination with first
responders, law enforcement, and health
officials

= Needs to be frequently updated
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Presentation Notes
An ERP does the following.. Refer to the list on the slide.


Emergency Response Plan

= Eight Core Elements

m System Specific Information (such as maps, “as-built”
drawings, operations manuals, SOPs, etc.)

= System Roles and Responsibilities, (including chain of
command and contact information)

= Communication Procedures — Who, What, and When
= Personnel Safety

= |dentification of Alternative Water Sources

= Replacement Equipment and Chemical Supplies

= Property Protection

= Water Sampling
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Presentation Notes
Eight core elements have been established to ensure that your ERP contains the information necessary to efficiently respond to any kind of emergency.  Additional information and a more detailed discussion of each element is available on the EPA Water Security Website [Web site address provided at the end of the presentation].
 
Your ERP should be a “living document.”  It should be reviewed on an on-going basis and updated at least annually. 

Make sure it’s available in hard copy print in strategic locations within your system.


Emergency Response Plan

m Training, Exercises, and Drills
= Regularly practice implementing the ERP
= Orientation exercises
= Table-top workshops
= Functional exercises
= Full-scale drills
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Presentation Notes
The purpose of the plan is to be prepared for an emergency.  Simply writing an ERP and putting the plan on a shelf will not meet these goals. Training in how to use your ERP is just as important as developing and updating the plan.  Even the best ERP will be difficult to implement during an emergency if people do not know their responsibilities. You should regularly practice implementing your ERP. Orientation exercises, table-top workshops, functional exercises, and full-scale drills are all ways in which you can help to make sure that your well-planned ERP is executed properly and efficiently when a real emergency arises. Make sure to include emergency partners in the training process.

Make sure it’s available in hard copy print in strategic locations within your system.


Security Regulations

Public Health Security and Bioterrorism
Preparedness and Response Act of 2002

s CWS serving more than 3,300 people are required to conduct a
vulnerability assessment and prepare an Emergency Response
Plan

USDA — Rural Development funded projects

= All funded systems must complete a VA and ERP and update
them every three years

Emergency Planning and Community Right-to-Know
Act of 1986 (EPCRA) or (SARA Title III).

= Purpose is to encourage and support emergency planning efforts
and to provide the public and local governments with information
concerning potential chemical hazards present in their

communities.

MT DEQ and the State of Montana
= Strongly encourage all PWS to have a current VA and ERP.
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Presentation Notes
As a result of the 2002 Public Health Security and Bioterrorism Preparedness and Response Act passed by Congress, all community public water systems serving more than 3,300 people are required to conduct a vulnerability assessment (VA) and prepare an emergency response plan (ERP).  However, no matter what the size, Montana DEQ strongly encourages all public water suppliers to take these steps to protect your system.



FEDERAL OFFENSE

US CODE Title 42, Section 300i-1
(a) Tampering
(b) Attempt or threat
(c) Civil penalty
(d) “Tamper” defined -For
purposes of this section, the
term “tamper” means-
(1) to introduce a contaminant
into a public water system with

the intention of harming
persons; or

(2) to otherwise interfere with the
operation of a public water
system with the intention of
harming persons.

i

O o4
WARNING ’

TAMPERING WITH
THIS FACILITY ‘

IS A
FEDERAL

OFFENSE! ff

US CODE Title 42, Section 300i-1

4 P —
A L=

REPORT SUSPICIOUS ACTIVITY TO:
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US CODE Title 42, Section 300i-1
(a) Tampering
Any person who tampers with a public water system shall be imprisoned for not more than 20 years, or fined in accordance with Title 18, or both.
(b) Attempt or threat
Any person who attempts to tamper, or makes a threat to tamper, with a public drinking water system be imprisoned for not more than 10 years, or fined in accordance with Title 18, or both.
(c) Civil penalty
The Administrator may bring a civil action in the appropriate United States district court (as determined under the provisions of Title 28) against any person who tampers, attempts to tamper, or makes a threat to tamper with a public water system. The court may impose on such person a civil penalty of not more than $1,000,000 for such tampering or not more than $100,000 for such attempt or threat.
(d) “Tamper” defined -For purposes of this section, the term “tamper” means--
(1) to introduce a contaminant into a public water system with the intention of harming persons; or
(2) to otherwise interfere with the operation of a public water system with the intention of harming persons.



National Infrastructure
ProtectlonPIan
Developed by the =

Department of
Homeland Security

National Infrastructure
Protection Plan

Partnering to enhance protection and resiliency

2009
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National Infrastructure
Protection Plan

m Goal: To protect and ensure the continuity of the
critical infrastructure and key resources of the U.S.

= Objectives:

= Understanding and sharing information about terrorist
threats and other hazards with CIKR partners;

= Building partnerships to share information and
iImplement CIKR protection programs;

= Implementing a long-term risk management program;

= Maximizing the efficient use of resources for CIKR
protection, restoration, and recovery.
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The goal of the National Infrastructure Protection Plan is to protect and ensure the continuity of the critical infrastructure and key resources of the United States.

Achieving the NIPP goal requires actions to address a series of objectives. These objectives require a collaborative partnership among CIKR partners, including: the Federal Government; State, local, tribal, and territorial governments; regional coalitions; the private sector; international entities; and nongovernmental organizations. The NIPP provides the framework that defines a set of flexible processes and mechanisms that these CIKR partners will use to develop and implement the national program to protect CIKR across all sectors over the long term.

The Sector-Specific Plans (Saps) detail the application of the National Infrastructure Protection Plan (NIPP) risk management framework to the unique characteristics and risk landscape of each sector and provide the means by which the NIPP is implemented across all critical infrastructure and key resources (CIKR) sectors. Each Sector-Specific Agency developed an SSP through a coordinated effort involving their public and private sector CIKR partners.




National Infrastructure
Protection Plan

Sector Specific Agency Critical Infrastructure and

| 1 8 C rltl C al Key Resources Sector

Department of Agriculture Agriculture and Food

Department of Health and Human Services

I n frastr u Ct u re Department of Defense Defense Industrial Base
n d Key Department of Energy Energy
R e S O u rC e S Department of the Interior National Monuments and Icons

Department of the Treasury Banking and Finance

: ; e Cto rS Environmental Protection Agency Water
= Department of Homeland Security .
f Offce of Tnfrastructure Protecti ’ Chemical
I l see of Infrastructure Protection . e
e I e K Commercial Facilities

Critical Manufacturing

Dams

Emergency Services

Nuclear Reactors, Material, and Waste

Department of Health and Human Services Healthcare and Public Health

Office of Cybe Information Technology
and Communications Communications

Transportation Security Administration Postal and Shipping

Transportation Security Administration Transporation Systems
United States Coast Guard

Immigration and Customs Enforcement Government Facilities
Federal Protective Service
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Presentation Notes
To further reduce the complexity of the protecting the Nation’s Critical Infrastructure and Key Resources, the Department of Homeland Security has identified (to-date) 18 Sectors and the organizations assigned to those sectors.


Water Sector-Specific Plan

= Four goals and
objectives:

= Sustain protection of

public health &
environmental

= Recognize & reduce
risks

m Maintain a resilient
Infrastructure

= Increase
communication,
outreach, and public
confidence.

Water

Critical Infrastructure and Key Resources
Sector-Specific Plan as input to the
National Infrastructure Protection Plan

May 2007
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Each sector has a sector-specific plan for protecting the critical infrastructure within that sector. There are four goals and objectives to the water sector-specific plan.



National Incident

I\/Ianagement System
* & * *

m Federal Emergency
Management Agency
(FEMA)

m Federal preparedness

funding contingent NATIONAL INCIDENT
upon full NIMS MANAGEMENT SYSTEM
Compllance December 2008

\gf Homeland
N Securlty

Re)


Presenter
Presentation Notes
The National Incident Management System was developed by FEMA. Federal preparedness funding is contingent upon full compliance with NIMS.


National Incident
Management System

m A system to coordinate emergency
preparedness and incident management
among various federal, state, and local
agencies

m Standard organizational structure for all
domestic incidents regardless of cause,
Size, location, or complexity

= NIMS Is not an operational incident
management or resource allocation plan
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A system used in the United States to coordinate emergency preparedness and incident management among various federal, state, and local agencies.

This system provides a consistent nationwide template to enable Federal, State, tribal, and local governments, nongovernmental organizations (NGOs), and the private sector to work together to prevent, protect against, respond to, recover from, and mitigate the effects of incidents, regardless of cause, size, location, or complexity. This consistency provides the foundation for utilization of NIMS for all incidents, ranging from daily occurrences to incidents requiring a coordinated Federal response. 

NIMS is not an operational incident management or resource allocation plan. 


National Incident

Management System
m NIMS

= Represents a core set of doctrines, concepts, principles,
terminology, and organizational processes that enables
effective, efficient, and collaborative incident
management

m Incident Command System (ICS)

m Consists of a standard management hierarchy and
procedures for managing incident's of any size

= Purpose: enabling incident managers to identify the key
concerns associated with the incident—often under
urgent conditions—without sacrificing attention to any
component of managing the incident and the participants
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The NIMS components—Preparedness, Communications and Information Management, and Resource Management—provide a framework to facilitate clear response authority, resource acquisition, and effective management during incident response. The Incident Command System (ICS), Multiagency Coordination System (MACS), and Public Information are the fundamental elements of incident management. Emergency management and incident response refer to the broad spectrum of activities and organizations providing effective and efficient operations, coordination, and support. Incident management, by distinction, includes directing specific incident operations; acquiring, coordinating, and delivering resources to incident sites; and sharing information about the incident with the public. Taken together, these elements of Command and Management are the most visible aspects of incident management, typically executed with a sense of urgency. 

ICS is a widely applicable management system designed to enable effective, efficient incident management by integrating a combination of facilities, equipment, personnel, procedures, and communications operating within a common organizational structure. ICS is a fundamental form of management established in a standard format, with the purpose of enabling incident managers to identify the key concerns associated with the incident—often under urgent conditions—without sacrificing attention to any component of the command system. 

ICS is used to organize on-scene operations for a broad spectrum of emergencies from small to complex incidents, both natural and manmade. The field response level is where emergency management/response personnel, under the command of an appropriate authority, carry out tactical decisions and activities in direct response to an incident or threat. Resources from the Federal, State, tribal, or local levels, when appropriately deployed, become part of the field ICS as prescribed by the local authority. 
As a system, ICS is extremely useful; not only does it provide an organizational structure for incident management, but it also guides the process for planning, building, and adapting that structure. Using ICS for every incident or planned event helps hone and maintain skills needed for the large-scale incidents. 



MT WARN:
Montana Water/\Wastewater
Agency Response Network

Established by Montana Water and Wastewater
Critical Infrastructure Committee & Utilities
“Utilities helping utilities” approach to providing
mutual aid assistance during times of crisis

Member utilities send valuable aid in a quick and
efficient manner -

Free and voluntary tontana 6
program y WARN

— =
-

=~

WWW. mtwarn.org
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MT WARN has been established by the Montana Water and Wastewater critical infrastructure committee and state wide utilities.

WARN facilitates a utilities-helping-utilities approach to providing assistance during times of crisis. 

The MT WARN network provides a method whereby water and wastewater utilities that have sustained damages from natural or man-made events could obtain emergency assistance in the form of specialized personnel, equipment, materials, and other associated services as necessary, from other water and wastewater utilities in the State of Montana.

MT WARN can help mitigate disaster and emergency events that may impact public and private water and wastewater utilities by providing rapid, short-term deployment of emergency services, work force, and equipment to assist water/wastewater utilities that are recovering from Natural or Manmade Disasters.




http://www.mtwarn.org/

Partners and Contacts

Local police

Co. and State Disaster and Emergency Services
Fire departments

Public health officials

Local Emergency Planning Committees (LEPCS)
Local government/city managers

State and federal agencies

Nearby water utilities

Health care providers

Equipment and chemical suppliers

News and public announcement media
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Presentation Notes
You should identify and form partnerships with the people and organizations whose help your system will need in an emergency, including those on the slide. 
 
Forming effective partnerships with organizations and individuals will help you better develop the core elements of your ERP and better coordinate emergency activities when the ERP is put into action. The partnerships also will help everyone become better prepared for emergency response. 



Tools and Resources

m EPA’s Water Security Website
http://epa.gov/safewater/watersecurity

m \Water Infrastructure Security Enhancement
(WISE)
http://www.wef.org/AWK/page.aspx?1d=3588&ek
mensel=c5/dfa/b 96 0 3588 6

m EPA, Local Emergency Planning

Committee
http://vosemite.epa.qgov/oswer/lepcdb.nst/HomeP
age?openkForm

24


http://epa.gov/safewater/watersecurity
http://epa.gov/safewater/watersecurity
http://www.wef.org/AWK/page.aspx?id=3588&ekmensel=c57dfa7b_96_0_3588_6
http://www.wef.org/AWK/page.aspx?id=3588&ekmensel=c57dfa7b_96_0_3588_6
http://www.wef.org/AWK/page.aspx?id=3588&ekmensel=c57dfa7b_96_0_3588_6
http://www.wef.org/AWK/page.aspx?id=3588&ekmensel=c57dfa7b_96_0_3588_6
http://yosemite.epa.gov/oswer/lepcdb.nsf/HomePage?openForm
http://yosemite.epa.gov/oswer/lepcdb.nsf/HomePage?openForm
http://yosemite.epa.gov/oswer/lepcdb.nsf/HomePage?openForm

Tools and Resources

m Department of Homeland Security, NIPP

nttp://www.dhs.gov/nipp

m Federal Emergency Management
Association (FEMA), NIMS/ICS
http://www.fema.gov/nims

m Emergency Planning and Community Right-
to-Know Act of 1986 (EPCRA)

http://en.wikipedia.org/wiki/Emergency Planning
and Community Right-to-Know Act
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http://www.dhs.gov/nipp
http://www.dhs.gov/nipp
http://www.fema.gov/nims
http://www.fema.gov/nims
http://en.wikipedia.org/wiki/Emergency_Planning_and_Community_Right-to-Know_Act
http://en.wikipedia.org/wiki/Emergency_Planning_and_Community_Right-to-Know_Act
http://en.wikipedia.org/wiki/Emergency_Planning_and_Community_Right-to-Know_Act
http://en.wikipedia.org/wiki/Emergency_Planning_and_Community_Right-to-Know_Act
http://en.wikipedia.org/wiki/Emergency_Planning_and_Community_Right-to-Know_Act
http://en.wikipedia.org/wiki/Emergency_Planning_and_Community_Right-to-Know_Act

Tools and Resources

s MT Disaster and Emergency Services
http://dma.mt.gov/des/ and (406)841-3911

m Statewide MT WARN Network
hitp://\Wwww. mtwarn.org

x MT DEQ PWS Security website
http://www.deq.mt.gov/waginfo/pws/securitylinks.m

CDX
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http://dma.mt.gov/des/
http://dma.mt.gov/des/
http://dma.mt.gov/des/
http://www.mtwarn.org/
http://www.mtwarn.org/
http://www.deq.mt.gov/wqinfo/pws/securitylinks.mcpx
http://www.deq.mt.gov/wqinfo/pws/securitylinks.mcpx
http://www.deq.mt.gov/wqinfo/pws/securitylinks.mcpx

Questions?

How would your community get along without water for
days to weeks?

Who would you call for help? Are phone lines working?

Are you ready to notify the public with what precautions
they should take with their drinking water?

Do you have procedures for criminal events and
sampling concerns?

Are your employees available and their families taken
care of?

Do you have Memorandum of Understanding (MOUS)
with suppliers?

Do you have a relationship with your responders in your
community?

Are you prepared?
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Presentation Notes
Brainstorming ideas for discussion after the presentation to drive home the points that emergency preparedness is a critical activity.
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